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ONLINE SAFETY POLICY

2024/2025
STATEMENT OF INTENT
Aims
EAP  aims to:  

· Have robust processes in place to ensure the online safety of pupils, staff, volunteers and the management committee
· Identify and support groups of pupils that are potentially at greater risk of harm online than others

· Deliver an effective approach to online safety, which empowers us to protect and educate the whole school community in its use of technology, including mobile and smart technology (which we refer to as ‘mobile phones’)
· Establish clear mechanisms to identify, intervene and escalate an incident, where 
appropriate

The 4 key categories of risk
Our approach to online safety is based on addressing the following categories of risk:

Content – being exposed to illegal, inappropriate or harmful content, such as pornography, fake news, racism, misogyny, self-harm, suicide, antisemitism, radicalisation and extremism

· Contact – being subjected to harmful online interaction with other users, such as peer-to-peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes

· Conduct – personal online behaviour that increases the likelihood of, or causes, harm, such as making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit images and online bullying; and 

· Commerce – risks such as online gambling, inappropriate advertising, phishing and/or financial scams

Legislation and guidance

This policy is based on the Department for Education’s (DfE’s) statutory safeguarding guidance, Keeping Children Safe in Education, and its advice for schools on:

· Teaching online safety in schools
· Preventing and tackling bullying
 and cyber-bullying: advice for headteachers and school staff
· relationships and sex education 

· Searching, screening and confiscation
It also refers to the DfE’s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.

Roles and responsibilities 
The Management Committee

The Management Committee has overall responsibility for monitoring this policy and holding the headteacher to account for its implementation.

The headteacher will make sure all staff undergo online safety training as part of child protection and safeguarding training, and ensure staff understand their expectations, roles and responsibilities around filtering and monitoring. 

The head teacher will also make sure all staff receive regular online safety updates (via email, e-bulletins and staff meetings), as required and at least annually, to ensure they are continually provided with the relevant skills and knowledge to effectively safeguard children. 

The Management Committee will co-ordinate regular meetings with appropriate staff to discuss online safety, requirements for training, and monitor online safety logs as provided by the designated safeguarding lead (DSL). 

SLT should ensure children are taught how to keep themselves and others safe, including keeping safe online.  

The Management Committee ensure the school has appropriate filtering and monitoring systems in place on school devices and school networks, and will regularly review their effectiveness.
 An effective monitoring strategies in place that meet their safeguarding needs filtering and 

· Identifies and assigns roles and responsibilities to manage filtering and monitoring systems; Using ‘Senso’ a filtering and monitoring portal. 
· Reviews filtering and monitoring provisions at least annually;

· Blocks  harmful and inappropriate content without unreasonably impacting teaching and learning;

.
The headteacher

The headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented consistently throughout the school.

The designated safeguarding lead (DSL)

Details of the school’s designated safeguarding lead (DSL)are set out in our child protection and safeguarding policy, as well as relevant job descriptions.

The DSL takes lead responsibility for online safety in school, in particular:

· Supporting the headteacher in ensuring that staff understand this policy and that it is being implemented consistently throughout the school

· Working with the headteacher and governing board to review this policy annually and ensure the procedures and implementation are updated and reviewed regularly
· Taking the lead on understanding the filtering and monitoring systems and processes in place on school devices and school networks
· Working with the ICT manager to make sure the appropriate systems and processes are in place
· Working with the headteacher, ICT manager and other staff, as necessary, to address any online safety issues or incidents

· Managing all online safety issues and incidents in line with the school’s child protection policy
· Ensuring that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the school behaviour policy

· Updating and delivering staff training on online safety Liaising with other agencies and/or external services if necessary eg lgfl safeguarding

· Providing regular reports on online safety in school to the headteacher and/or governing board

· Undertaking annual risk assessments that consider and reflect the risks children face
· Providing regular safeguarding and child protection updates, including online safety, to all staff, at least annually, in order to continue to provide them with relevant skills and knowledge to safeguard effectively  
IT support at EAP (TRUSOL) 

The ICT support is responsible for:

· Putting in place an appropriate level of security protection procedures, such as filtering and monitoring systems on school devices and school networks, which are reviewed and updated at least annually to assess effectiveness and ensure pupils are kept safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material

· Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and that such safety mechanisms are updated regularly

· Conducting a full security check and monitoring the school’s ICT systems on a regular basis

· Blocking access to potentially dangerous sites and, where possible, preventing the downloading of potentially dangerous files

· Report  E-safety concerns to DSL and SLT 

All staff 

All staff, including contractors and agency staff, and volunteers are responsible for: 

· Maintaining an understanding of this policy

· Implementing this policy consistently

· Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet  and ensuring that pupils follow the school’s terms on acceptable use

· Knowing that the DSL is responsible for the filtering and monitoring systems and processes, and being aware of how to report any incidents of those systems or processes failing by reporting on ‘My concerns’  

· Following the correct procedures by contacting TRUSOL and informing the DSL  if they need to bypass the filtering and monitoring systems for educational purposes 

· Working with the DSL to ensure that any online safety incidents are logged (see appendix 5) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy

· Responding appropriately to all reports and concerns about sexual violence and/or harassment, both online and offline, and maintaining an attitude of ‘it could happen here’

Parents/carers

Parents/carers are expected to: 

· Notify a member of staff or the headteacher of any concerns or queries regarding this  policy

· Ensure their child has read, understood and agreed to the terms on acceptable use of the school’s ICT systems and internet (appendices 1 and 2)

· Parents/carers can seek further guidance on keeping children safe online from the following organisations and websites:

· What are the issues? – UK Safer Internet Centre
· Hot topics – Childnet
· Parent resource sheet – Childnet
Educating pupils about online safety

Pupils will be taught about online safety as part of the curriculum:

In KS3, pupils will be taught to:

· Understand a range of ways to use technology safely, respectfully, responsibly and securely, including protecting their online identity and privacy

· Recognise inappropriate content, contact and conduct, and know how to report concerns

Pupils in KS4 will be taught:

· To understand how changes in technology affect safety, including new ways to protect their online privacy and identity

· How to report a range of concerns

By the end of secondary school, pupils will know:

· Their rights, responsibilities and opportunities online, including that the same expectations of behaviour apply in all contexts, including online

· About online risks, including that any material someone provides to another has the potential to be shared online and the difficulty of removing potentially compromising material placed online

· Not to provide material to others that they would not want shared further and not to share personal material that is sent to them

· What to do and where to get support to report material or manage issues online

· The impact of viewing harmful content

· That specifically sexually explicit material (e.g. pornography) presents a distorted picture of sexual behaviours, can damage the way people see themselves in relation to others, and negatively affect how they behave towards sexual partners

· That sharing and viewing indecent images of children (including those created by children) is a criminal offence that carries severe penalties including jail

· How information and data is generated, collected, shared and used online

· How to identify harmful behaviours online (including bullying, abuse or harassment) and how to report, or find support, if they have been affected by those behaviours

· How people can actively communicate and recognise consent from others, including sexual consent, and how and when consent can be withdrawn (in all contexts, including online)
The safe use of social media and the internet will also be covered in other subjects where relevant. 

Where necessary, teaching about safeguarding, including online safety, will be adapted for vulnerable children, victims of abuse and some pupils with SEND. 
Educating parents/carers about online safety

EAP will raise parents/carers’ awareness of internet safety in letters or other communications home, and in information via our website. This policy will also be shared with parents/carers.

Online safety will also be covered during parent meetings

The school will let parents/carers know:

· What systems the school uses to filter and monitor online use

· What their children are being asked to do online, including the sites they will be asked to access and who from the school (if anyone) their child will be interacting with online

If parents/carers have any queries or concerns in relation to online safety, these should be raised in the first instance with the headteacher and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the headteacher
Cyber-bullying

 Definition

Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of 1 person or group by another person or group, where the relationship involves an imbalance of power. (See also the school behaviour policy.)

 Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware of it happening to them or others. We will ensure that pupils know how they can report any incidents and are encouraged to do so, including where they are a witness rather than the victim.

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it may take and what the consequences can be. [Class teachers/form teachers] will discuss cyber-bullying with their tutor groups.

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other subjects where appropriate.

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training (see section 11 for more detail).

The school also sends information/leaflets on cyber-bullying to parents/carers so they are aware of the signs, how to report it and how they can support children who may be affected.

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school behaviour policy. Where illegal, inappropriate or harmful material has been spread among pupils, the school will use all reasonable endeavours to ensure the incident is contained.

The DSL will report the incident and provide the relevant material to the police as soon as is reasonably practicable, if they have reasonable grounds to suspect that possessing that material is illegal. They will also work with external services if it is deemed necessary to do so. 

6.3 Examining electronic devices

The headteacher, and any member of staff authorised to do so by the headteacher can carry out a search and confiscate any electronic device that they have reasonable grounds for suspecting:

· Poses a risk to staff or pupils, and/or

· Is identified in the school rules as a banned item for which a search can be carried out, and/or

· Is evidence in relation to an offence

Before a search, if the authorised staff member is satisfied that they have reasonable grounds for suspecting any of the above, they will also:

· Make an assessment of how urgent the search is, and consider the risk to other pupils and staff. If the search is not urgent, they will seek advice from the DSL 

· Explain to the pupil why they are being searched, how the search will happen, and give them the opportunity to ask questions about it

· Seek the pupil’s co-operation

Authorised staff members may examine, and in exceptional circumstances erase, any data or files on an electronic device that they have confiscated where they believe there is a ‘good reason’ to do so. 

When deciding whether there is a ‘good reason’ to examine data or files on an electronic device, the staff member should reasonably suspect that the device has, or could be used to: 

· Cause harm, and/or

· Undermine the safe environment of the school or disrupt teaching, and/or

· Commit an offence 

If inappropriate material is found on the device, it is up to SLT to decide on a suitable response. If there are images, data or files on the device that staff reasonably suspect are likely to put a person at risk, they will first consider the appropriate safeguarding response.

When deciding if there is a good reason to erase data or files from a device, staff members will consider if the material may constitute evidence relating to a suspected offence. In these instances, they will not delete the material, and the device will be handed to the police as soon as reasonably practicable. If the material is not suspected to be evidence in relation to an offence, staff members may delete it if:

· They reasonably suspect that its continued existence is likely to cause harm to any person, and/or

· The pupil and/or the parent/carer refuses to delete the material themselves

If a staff member suspects a device may contain an indecent image of a child (also known as a nude or semi-nude image), they will:

· Not view the image 

· Confiscate the device and report the incident to the DSL (or equivalent) immediately, who will decide what to do next. The DSL will make the decision in line with the DfE’s latest guidance on screening, searching and confiscation and the UK Council for Internet Safety (UKCIS) guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people 

Any searching of pupils will be carried out in line with:

· The DfE’s latest guidance on searching, screening and confiscation 

· UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people
· EAP behaviour and confiscations policy

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be dealt with through the school complaints procedure.

Artificial intelligence (AI)

Generative artificial intelligence (AI) tools are now widespread and easy to access. Staff, pupils and parents/carers may be familiar with generative chatbots such as ChatGPT and Google Bard.

EAP recognises that AI has many uses to help pupils learn, but may also have the potential to be used to bully others. For example, in the form of 'deepfakes', where AI is used to create images, audio or video hoaxes that look real. This includes deepfake pornography: pornographic content created using AI to include someone’s likeness.

EAP will treat any use of AI to bully pupils in line with our Anti – Bullying policy.

Staff should be aware of the risks of using AI tools whilst they are still being developed and should carry out a risk assessment where new AI tools are being used by the school.
Acceptable use of the internet in school

All pupils, parents/carers, and staff are expected to sign an agreement regarding the acceptable use of the school’s ICT systems and the internet (appendices 1 to 3). Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant.

Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an individual’s role.  

We will monitor the websites visited by pupils, staff, volunteers and visitors (where relevant) to ensure they comply with the above and restrict access through filtering systems where appropriate.
Training
All new staff members will receive training, as part of their induction, on safe internet use and online safeguarding issues, including cyber-bullying and the risks of online radicalisation.

All staff members will receive refresher training at least once each academic year as part of safeguarding training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings).

By way of this training, all staff will be made aware that: 

· Technology is a significant component in many safeguarding and wellbeing issues, and that children are at risk of online abuse 

· Children can abuse their peers online through:

· Abusive, threatening, harassing and misogynistic messages 

· Non-consensual sharing of indecent nude and semi-nude images and/or videos, especially around chat groups 

· Sharing of abusive images and pornography, to those who don’t want to receive such content

· Physical abuse, sexual violence and initiation/hazing type violence can all contain an online element  

Training will also help staff: 

· Develop better awareness to assist in spotting the signs and symptoms of online abuse 

· Develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh up the risks

· Develop the ability to influence pupils to make the healthiest long-term choices and keep them safe from harm in the short term  

The DSLs  will undertake child protection and safeguarding training, which will include online safety, at least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular intervals, and at least annually.

Filtering and Monitoring arrangements
To protect students from inappropriate content, the school will implement a robust internet filtering system (SENSO). The objectives of filtering are to:

· Prevent access to illegal or inappropriate content (e.g., violence, pornography, hate speech).

· Ensure that internet usage remains educational and aligned with curriculum objectives.

· Block access to gaming, social networking sites, and other non-educational websites during school hours.

The filtering system will be regularly updated and will aim to:

· Block adult or inappropriate content, including but not limited to explicit material, gambling, and extremist content.

· Block access to sites that could compromise the security or privacy of users (e.g., phishing websites).

· Allow access to educational resources and research websites.

· Provide a method for reporting any content that may need review or adjustment in the filtering settings.

 Monitoring of ICT Usage
The school will monitor the use of its ICT resources to ensure compliance with the policy and safeguard the safety and well-being of students and staff. Monitoring will include:

· Monitoring internet activity to ensure that inappropriate or non-educational content is not accessed.

· Recording and reviewing login and usage history on school devices and networks.

· Regular checks of the content and activities on shared devices (e.g., laptops, tablets) and the use of cloud-based applications.

· Supervising the use of social media, online chat, and communication platforms to ensure safe and responsible interactions.

· Implementing automatic alerts for suspicious activities (e.g., attempts to access blocked sites, downloading harmful files)

The DSL logs behaviour and safeguarding issues related to online safety
This policy will be reviewed every year. The policy will be shared with the governing board. The review (such as the one available here) will be supported by an annual risk assessment that considers and reflects the risks pupils face online. This is important because technology, and the risks and harms related to it, evolve and change rapidly. 
Links with other policies
This online safety policy is linked to our:

· Child protection and safeguarding policy

· Behaviour policy

· Staff disciplinary procedures

· Data protection policy and privacy notices

· Complaints procedure

· ICT and internet acceptable use policy
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Useful links and resources

Department for Education

Keeping Children Safe In Education (DfE

Meeting digital and technology standards in schools and colleges (DfE)
Broadband internet standards for schools and colleges (DfE)

Cyber security standards for schools and colleges (DfE)

Data protection policies and procedures (DfE)

Home Office
The Prevent duty: safequarding learners vulnerable to radicalisation (Home Office)

Information Commissioner's Office

Data Protection Impact Assessment (DPIA) (ICO

London Grid for Learning (LGfL)
) Online Safety Audit (LGfL)

South West Grid for Learning (SWGfL)
Online Safety Review (360Safe) (SWGfL)

National Cyber Security Centre
Cyber security training for school staff

UK Safer Internet Centre

2023 Appropriate filtering and monitoring definitions published (UK Safer Internet Centre
Test Your Internet Filter (UKSIC / SWGfL)

Filtering provider responses - self-certified by service providers (UKSIC

A Guide for education settings and filtering providers (UKCIS)

Establishing appropriate levels of filtering (UKSIC

Online safety in schools and colleges: gquestions from the governing board (UKCIS)

Digital Resilience
HeadStart Online Digital Resilience Tool (HeadStart Kernow)





How will EAP ensure Internet use provides safe and effective learning?  

· Curriculum planning will identify opportunities to enrich and extend learning activities via access to the Internet;

· Pupils will be given clear objectives for Internet use; 

· Pupils will be provided with lists of relevant and suitable Web sites;

· Pupils will be informed of their responsibilities;

· Pupils will be informed that checks can be made on files held on the system;

· Pupils using the Internet will be supervised appropriately;

· Internet access will be purchased from a supplier that provides a service designed for learners. This will include filtering appropriate to the age of learners; e.g. Virgin LGfL
· EAP will work with the LA and the Internet Service Provider to ensure systems to protect pupils are regularly reviewed and improved.

How will learners be taught to assess Internet content?

· ICT teaching should be widened to incorporate Internet content issues, for instance the value and credibility of Web materials in relationship to other media. 

· Pupils will be taught to validate information before accepting it as true, and to discriminate between fact and opinion;

· When copying materials from the Web, pupils will observe copyright; 

· Pupils will be made aware that the writer of an E-mail or the author of a Web page may not be the person claimed; 

· Pupils will be taught to expect a wider range of content, both in level and in audience, than is found in the school library or on TV; 

· Pupils will be encouraged to tell a teacher immediately if they encounter any material that makes them feel uncomfortable.

· Pupils will be encouraged to use the Internet to enhance rather than replace existing methods of research

How will Internet access be authorised?

· Internet access is a necessary part of statutory curriculum. It is an entitlement for learners based on responsible use  

· Parents will be informed that pupils will be provided with monitored Internet access.

· Pupils must apply for Internet access individually, by agreeing to the Acceptable Use Policy. This policy will be made available to parents on request

· A record will be maintained of all pupils with Internet access. Staff and pupils will be removed from the record when access is no longer required, or is withdrawn.

How will the risks be assessed?

In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for learners. EAP will supervise learners and take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of information available via the Internet, it is not possible to guarantee that unsuitable material will never appear on a terminal. 

The Head Teacher and Management Committee will ensure that the policy is implemented effectively

How will EAP ensure Internet access is safe?

· All users will be informed that Internet use will be monitored by SENSO 
· The Systems Administrators will be responsible for checking Internet logs on a regular basis

· Access to the Internet logs will be restricted to the members of staff

· Any failure of the filtering systems will be reported directly to the Systems Administrators 

· EAP reserves the right to remove access to any website it considers inappropriate 

· The EAP will work in partnership with parents, the LA, DfES and the Internet Service Provider to ensure systems to protect learners are reviewed and improved 

· Systems Administrators will ensure that regular checks are made to ensure that the filtering methods selected are effective in practice 

· If staff or pupils discover unsuitable sites, the URL (address) and content will be reported to the LGfL Project Co-ordinator via the ICT co-ordinator 

· Any material that EAP suspects is illegal will be referred to the appropriate authorities 

How will the security of the Study Centre ICT system be maintained?

· The ICT subject leader  and the network manager will ensure that the system has the capacity to take increased traffic caused by Internet use;

· The whole system will be reviewed with regard to threats to potential threats from Internet access;

· No personal data should be sent over the Internet unless it is encrypted or otherwise secured; 

· Virus protection will be installed and updated regularly;

· Personal storage devices such as USB memory sticks, MP3 players, digital cameras & floppy discs may not be brought into school without specific permission and a virus check;

How will E-mail be managed?

· Pupils are expected to use e-mail as part of the National Curriculum and LondonGrid for Learning Initiative; 

· Communications with persons and organisations will be managed to ensure appropriate educational use and that the good name of the school is maintained; 

· The forwarding of chain letters will be banned;

· Pupils may send e-mail as part of planned lessons; 

· E-mail messages on EAP business (e.g. arranging a work placement) must be approved before sending.

Procedures for pupils who misuse the internet and penalties for misuse

The management of the acceptable use of the Internet in school is achieved by: 

· Protection software installed on the network 

· Acceptable Use Policy adopted by the school 

· A range of disciplinary procedures for infringements of the policy 

Whenever a pupil or staff member infringes the policy, the final decision on the level of sanction will be at the discretion of the school management.

Pupils who infringe the policy will face sanctions, the severity of which will depend on the nature of the infringement of the policy.

EAP will do some or all of the following:
· discuss appropriate use of the Internet with the learner and the probable consequences of continued misuse

· draw the learner's attention to the Acceptable Use Policy

· contact parents / carers by telephone or letter and invite for a meeting if necessary

· closely monitor learner's internet use or ban internet usage for a stipulated period of time

· the police will be contacted if illegal material is found or suspected

· consider exclusion if deemed appropriate by the Headteacher

 (Refer to the EAP Positive Behaviour Management Policy)

Possible Infringements

· Use of non-educational sites during lessons

· Unauthorised use of email

· Use of chatrooms or newsgroups

· Deliberately accessing, downloading and disseminating any material deemed offensive, obscene, defamatory, illegal, racist, homophobic or violent

· Receipt or transmission of material which infringes the copyright of another person or the conditions of the Data Protection Act, 1988

Bringing the school name into disrepute

Staff who are found to be excessively using the Internet for personal activities not related to professional development will be referred to line manager 

Staff who are found to be 

· Deliberately accessing, downloading and disseminating any material deemed offensive, obscene, defamatory, racist, homophobic or violent 

· Receiving or transmitting material that infringes the copyright of another person or infringes the conditions under the Computer Misuse Act, revised 1990 

· Bringing the school name into disrepute 

will be referred to Management Committee and LA personnel dept

(See appendix flowchart)
How will staff and learners be informed? 

· Rules for Internet access will be posted near computer systems. The Acceptable Use Statement or Rules for Responsible Internet Use will be printed as posters 

· All staff will be provided with the e learning safe use policy, and its importance will be explained. The policy will be made available to parents on request

A module on responsible Internet use will be addressed in PSHE, citizenship and ICT lessons.

Cyber Bullying Policy

Bullying (and this includes cyberbullying) is never acceptable. 

The school community has a duty to protect all its members and provide a safe and healthy environment to learn in and to work in.

Cyberbullying is the deliberate use of Information Communications Technology (ICT), particularly mobile phones and the internet, to harrass, upset, offend or intimidate somebody else.

Some cyberbullying activities can be criminal offences under a range of different laws:

Protection from Harrassment Act 1997

Communications Act 2003

Malicious Communications Act 1988

Public Order Act 1986

Obscene Publications Act 1959

In addition, the Education and Inspections Act 2006 gives Headteachers the power to '' regulate the conduct of pupils when they are off-site or not under the control or charge of a member of staff''.  This is particularly significant with cyberbullying since it is often likely to take place out of school.

The Education and Inspections Act 2006 also allows school staff to confiscate items from pupils.  This can include mobile phones where they are being used in class or where the use contravenes the school behaviour / anti (cyber) bullying policy.

Pupils, staff and parents need to be aware of the problem of cyberbullying and its various forms and its impact.

How cyberbullying differs from other forms of bullying

Cyberbullying can take place at any time and can intrude into spaces that have previously been regarded as safe or personal.  

The audience can be very large and reached rapidly.

Electronically circulated messages can be difficult to control and can be easily forwarded on

People who cyberbully may remain anonymous

Some instances of cyberbullying may be unintentional (a misunderstood practical joke)

Cyberbullying incidents themselves can often be used as evidence

How can technology be used to bully?

· Mobile phones 
- inappropriate, threatening and unkind texts and calls

- videoing / taking pictures of incidents of bullying and   fighting and sharing them with others, ‘happy slapping’

· Email


- sending threatening and unkind messages

- forwarding unsuitable content

- sending computer viruses

-‘hacking’ into someone else’s account

· Chatrooms, forums and IM (Instant messaging) – as above

· Webcams

- making and sending inappropriate content

· Social Networking Sites (Bebo, Facebook, MySpace)

· Video Hosting Sites (YouTube)

· Virtual Learning Environments (VLEs)

· Gaming Sites, consoles and virtual worlds

How will the Study Centre ensure pupils are safeguarded

(see also the Anti-bullying policy)

EAP has a culture that does not tolerate cyberbullying:
· Pupils will be made aware of the importance of a safe environment and how to behave responsibly when using ICT

· Pupils and their parents will also be aware of the monitoring procedures and sanctions for misuse of the internet and of mobile phones.

· Students and staff will be made aware of the importance of keeping passwords and accounts secure

How will EAP respond to cyberbulling

· All incidents of cyberbullying will be logged and monitored

· Where possible, the evidence will be preserved

· All staff will be given clear guidelines on how to respond to any report of cyberbullying

· All staff will be made aware of the potential non-verbal signs and indications of cyberbullying

· It will be made as easy as possible for pupils to report cyberbullying incidents safely

· Parents will be provided with information about cyberbullying and EAP policies and procedures

· Where appropriate, some incidents of cyberbullying may be reported directly to ISPs, social networking site host and mobile phone companies or to the police (see Safe to Learn:Embedding anti-bulllying work in schools for addresses)

Procedures for pupils who are found to be cyberbullies and penalties for misuse

· Where it has been possible to identify the person responsible for cyberbullying, it is important that sanctions are applied and steps taken to change the attitude and behaviour, as well as giving them support which may be needed.

· It is important to consider that the bully may well be simply retaliating to a previous cyberbullying incident against him/herself

· The aim of sanctions is to help the person harmed to feel safe again, the hold the perpetrator to account and deter further bullying behaviour, and to demonstrate to EAP community that bullying of any description is never acceptable.

· Sanctions and procedures will follow the same guidelines as given above under 

'Procedures for pupils who misuse the internet and penalties for misuse' and may be  technology-specific, e.g. limited or withdrawal from internet and email privileges.

Support for victims of cyberbullying

Pupils who are the targets of cyberbullying will be given emotional support and reassurance and will be advised not to retaliate under any circumstances

All reports of cyberbullying will be taken seriously and the pupil advised to save the evidence, where possible, and show it to a member of staff  

Pupils will be advised to change their contact details such as mobile phone number, email address, passwords, IM identity etch

Appendices

ACCEPTABLE USE GUIDELINES

Rules for Staff and Students

EAP computer system provides Internet access to students and staff.  This responsible Internet Use statement will protect students, staff and EAP by clearly stating what is acceptable and what is not.

· Access must only be made via the user’s authorised account and password, which must not be given to any other person.

· EAP computer and Internet use must be appropriate to the student’s education or to staff professional activity.

· Copyright and intellectual property rights must be respected.

· Users are responsible for e-mail they send and for contacts made.

· E-mail should be written carefully and politely.  As messages may be forwarded, e-mail is best regarded as public property.

· Anonymous messages and chain letters must not be sent.

· The use of public chat rooms is not allowed.

· The EAP ICT systems may not be used for private purposes, unless SLT has given permission for that use.

· Use for personal financial gain, gambling, political purposes or advertising is forbidden.

· The security of ICT systems must not be compromised, whether owned by EAP or by other organisations or individuals.

· Irresponsible use may result in the loss of Internet access.

· Internet use should be subject to a home/school agreement defining conventions and safeguards.

EAP may exercise its right by electronic means to monitor the use of EAP’s computer systems, including the monitoring of web-sites, the interception of e-mails and the deletion of inappropriate materials in circumstances where it believes unauthorised use of the EAP’s computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing text or imagery which is unauthorised or unlawful.

RESPONSIBLE USE OF THE INTERNET AND MOBILE TECHNOLOGY

We use the EAP computers and Internet connection for learning.  These rules will help us to be fair to others and keep everyone safe.

· I will ask permission before entering any Web site, unless my teacher has already approved that site.

· I will only use my own login and password, which I will keep a secret.

· I will not look at or delete other people’s files.

· I will not bring CDs / memory sticks into school without permission.

· I will only e-mail people I know, or my teacher has approved.

· The messages I send will be polite and sensible.

· When sending e-mail, I will not give my home address or phone number, or arrange to meet someone.

· I will ask permission before opening e-mail or an e-mail attachment sent by someone I do not know.

· I will not use Instant Messaging or chatrooms.

· If I see anything I am unhappy with or I receive messages either via email or mobile phones that I do not like, I will tell the teacher immediately.

· I know that EAP may check my computer files, monitor the Internet sites I visit and check or confiscate my mobile phone if they suspect I may have used it inappropriately or to deliberately harm or upset someone else.

· I understand that if I deliberately break these rules, I could be stopped from using the Internet or computers.

EAP may exercise its right by electric means to monitor the use of the EAP computer systems, including the monitoring of Web-sites, interception of e-mail and the deletion of inappropriate materials in circumstances where it believed unauthorised use of the EAP computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing text or imagery which is unauthorised or unlawful.

DATE

Notes on the legal framework

This page must not be taken as advice on legal issues, but we feel that schools should be alerted to some of the legislation that may be relevant.

The Computer Misuse Act 1990 makes it a criminal offence to gain access to a computer without permission.  The motivation could be the technical challenge, data or theft or to damage the system or data.  The Rules for Responsible Internet Use remind users of the ownership of the school computer system.

Monitoring of data on a school network could contravene Article 8 of the European Convention of Human Rights and Fundamental Freedoms. E.g. the right to respect for private and family life, which is protected by the Human Rights Act 1998.  The Telecommunications (Lawful Practice) (Interception of Communications) Regulations 2000 also limit monitoring.  The 2000 Regulations apply to all forms of electronic monitoring and interception irrespective of whether the material monitored is generated by private use or in the course of the school’s day to day activities.

A school may only monitor authorised private use of a computer system if it can justify monitoring on the basis that it is lawful, necessary and in the interests of amongst other things, the protection of health or morals or for the protection of the rights and freedoms of others.  Schools should ensure that the monitoring is not out of proportion to the harm that could be done if the monitoring did not take place.

Schools could start by banning private use of a school’s computer system, but then allow private use following application to the head teacher.  The Rules for Responsible Internet Use, which every use must agree to, contain a paragraph that should ensure users are aware that the school is monitoring Internet use.

In order to defend claims that it has breached either the 2000 Regulations or the Human Rights Act 1998, a school should devise procedures for monitoring, ensure monitoring is supervised by a senior manager and maintain a log of that monitoring.

The following legislation is also relevant:

Data Protection Act 1984/98 concerns date on individual people held on computer files and its use and protection.

Copyright, Design and Patents Act 1984 Section 43 makes it an offence to use unlicensed software.

The Telecommunications Act 1984 Section 43 makes it an offence to send offensive or indecent materials over the public telecommunications system.

Protection of Children Act 1978 

Obscene Publications Act 1959 and 1964 defines “obscene” and related offences.

References:

Brief introduction to dangers and legal aspects of the Internet.

www.bbc.co.uk/webwise/basics/user 01.shtml

List of useful law resources; see copyright and Internet sections.

http://link.bubl.ac.uk/law
HMSO: Full text of all UK legislation and purchase of paper copies.

www.legislation.hmso.gov.uk
More about internet safety

Superhighway Safety

http://safety.ngfl.gov.uk/
 British Computer Society

http://wwwl.bcs.org.uk/
www.cyberbullying.org
www.direct.gov.uk/cyberbullying
www.bebo.com/safety
www.childnet.org
www.bullyfreezone.co.uk
www.cyberpatrol.com
Childline 0800 1111
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